Ansible Master

PPV VVVVVVVVV PP???7?77?7?7

sudo apt install -y ansible sshpass dpkg-dev apt-utils git

DDV P77 ??7?7?7?777

sudo mkdir -p /opt/ansible

sudo chown $USER: /opt/ansible

cd /opt/ansible

mkdir -p inventory/production/group vars playbooks roles/offline packages/{tasks,defaults}
logs

git init

echo -e "logs/\n*.retry\n.vault pass" > .gitignore

dain ansible.cfg
ansible.cfg

cat > /opt/ansible/ansible.cfg <<'EOF'

[defaults]

inventory = inventory/production/hosts.yml
roles path = roles

remote user = ansible

private key file = ~/.ssh/ansible ed25519

host key checking = False

forks = 20

retry files enabled = False

interpreter python = auto_silent

log path = logs/ansible.log

[privilege escalation]



become True

become method = sudo

[ssh _connection]
pipelining = True

EOF

FeHepaumsa SSH-kno4a

ssh-keygen -t ed25519 -f ~/.ssh/ansible ed25519 -N "" -C "ansible-master"

leHepauusa inventory thanna

scan-inventory.sh

cat > /opt/ansible/scan-inventory.sh <<'EOF'

#!/bin/bash

# Wcnonb3oBaHue: ./scan-inventory.sh [nopcetb] [ucknwyeHusa]

set -euo pipefail

NET=${1:-192.168.10.0/24}

EXCLUDE=${2:-192.168.10.1} # caMm cepBep U Opyrue agpeca 4yepes 3anatyw
OUT=/opt/ansible/inventory/production/hosts.yml

TMP=$ (mktemp)

[ -f "$0UT" ] && cp "$OUT" "$0OUT.bak.$(date +%F %H%M)"

nmap -n -p 22 --open --exclude "$EXCLUDE" -oG - "$NET" \
| awk '/22\/open/{print $2}' | sort -V > "$TMP"

{
echo "all:"
echo " children:"
echo " astra clients:"
echo " hosts:"

while read -r ip; do
echo " pc-${ip//./-}: { ansible host: $ip }"
done < "$TMP"
} > "s$out"



echo "HanmpeHo xocTtoB ¢ SSH: $(wc -1 < "$TMP") -> $0UT"
rm -f "$TMP"
EOF

chmod +x /opt/ansible/scan-inventory.sh

3anyCcK CKpunTa CKaHUpoBaHUA CeTun

/opt/ansible/scan-inventory.sh 192.168.10.0/24 192.168.10.1

?7?7?7? bootstrap

Co30aéT Ha KJIMeHTaxX Nosib3oBaTens ansible ¢ kKa4oM M sudo. OH BbINOSHAETCSA OAMNH pa3 noa

admin .
bootstrap.yml

cat > playbooks/bootstrap.yml <<'EOF'
- name: Co3paTb cnyxebHoro nonb3oBaTens ansible
hosts: astra clients
become: true
tasks:
- name: [onb3oBaTenb ansible
ansible.builtin.user:
name: ansible
shell: /bin/bash

create _home: true

- name: TMyb6nu4HbIN KoY
ansible.posix.authorized key:
user: ansible

key: "{{ lookup('file', '~/.ssh/ansible ed25519.pub') }}"

- name: sudo 6e3 napons
ansible.builtin.copy:
dest: /etc/sudoers.d/ansible
content: "ansible ALL=(ALL) NOPASSWD:ALL\n"
mode: "0440"



validate: "visudo -cf %s"

EOF

site.yml

cat > playbooks/site.yml <<'EOF'
# 1. Kto yxe nyckaeTt nop ansible
- name: lpoBepka poCTyna nog y4éTkon ansible
hosts: astra clients
gather facts: false
become: false
tasks:
- name: [poBepuTb BXOf
ansible.builtin.ping:
ignore unreachable: true

register: access_check

- name: Pa3noXuTb XOCTHl MO rpynnaMm access ok / access missing
ansible.builtin.group by:
key: "access {{ 'missing' if (access check.unreachable | default(false)) else 'ok'

P

# 2. Naponb admin cnpawvBaeM TONbKO ecnn ecTb HoBble MK
- name: 3anpoc napona admin
hosts: localhost
connection: local
gather facts: false
become: false
tasks:
- name: BBop napons
when: groups['access missing'] | default([]) | length > 0
block:
- name: [laponb admin
ansible.builtin.pause:

prompt: "Maponb admin Ha HoBbix KnueHTax ({{ groups['access missing'] | length



Y owr.)"
echo: false

register: admin_ pw

- name: 3anoMHWTb Napofib Ha BPeMs MpPOroHa
ansible.builtin.set fact:
bootstrap password: "{{ admin_pw.user_input }}"

no log: true

# 3. Co3paHune y4éTtku ansible Ha HoBbix MK
- name: Bootstrap HOBbIX KIIMEHTOB
hosts: access missing
gather facts: false
become: true
vars:
ansible user: admin
ansible password: "{{ hostvars['localhost'].bootstrap password }}"
ansible become password: "{{ hostvars['localhost'].bootstrap password
roles:

- bootstrap

# 4. lNakeTh Ha BCex
- name: OdnavH-yCTaHOBKa NakeToB
hosts: astra clients
become: true
serial: 10
roles:
- offline packages

EOF
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