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Iptables setup

HacTpolka Me)xceTeBoro skpaHa iptables

sudo apt install iptables-persistent -y

Co3spaHue dpavna npasun iptables

#!/sbin/iptables-restore

#Tabnuua filter n eé& uenovkwu

*filter

:INPUT DROP [0:0]

: FORWARD DROP [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A INPUT -i lo -j ACCEPT

-A INPUT -p icmp -m icmp --icmp-type 8 -j ACCEPT

-A INPUT -p tcp -m multiport --dports 2202,80,443,587 -j ACCEPT
COMMIT

NMpuMmeHeHue npasun M3 danna

sudo sh -c "iptables-restore < /etc/iptables/rules.v4"

CoxpaHeHue KoHcpurypauum B boot-npasuna

sudo sh -c 'iptables-save > /etc/iptables/rules.v4'

[N oGaBneHue HOBbIX NpaBuJ 6€3 OYUCTKM TeKYLUUX

sudo iptables-restore -n < /etc/iptables/rules.v4

Ouucrtka Bcex npasun INPUT

sudo iptables -t filter -F INPUT



MpocMmoTp cTaTtyca npasun iptables

sudo iptables -n -L -v --line-numbers



WireGuard VPN Client/Server

HacTtponka WireGuard VPN KnneHT/CepBep

sudo apt install resolvconf -y
sudo apt install wireguard -y

sudo touch /etc/wireguard/wg0@.conf && sudo chmod 600 -R /etc/wireguard/

Co3paHue KoOHpuUurypaumoHHoro canna

sudo tee /etc/wireguard/wg@.conf << 'EOF'
[Interface]

PrivateKey = <>

Address = 10.8.0.3/24

DNS = 1.1.1.1

[Peer]

PublicKey = <>

PresharedKey = <>

AllowedIPs = 0.0.0.0/0, ::/0
PersistentKeepalive = 0
Endpoint = x.x.x.x:51820

EOF

3Ha4yeHusa PrivateKey , PublicKey, PresharedKey 6epyTcs u3 ¢anaa KoHDUrypawmm,
co3paHHoro cpeacteamum VPN cepBepa.

3anyck VPN knueHTa

sudo wg-quick up wg0

Mocne 3anycka VPN KiMeHTa akTuUBMpyeTcsa ceTeBon uHtepdenc vy BM namenntcs IP
ajpec.

Mbl noTepsaem Tekyulee SSH noakavyeHne n K BM n Hy>xHO ByaeT noaKA4YNUTbLCS MO
JNokasibHomy IP BHyTpu VPN ceTwn.




MpoBepka ctaTtyca VPN

sudo wg show

OTknoyeHue VPN KaHana

sudo wg-quick down wg0

Mbl BHOBb NoTepsieM Tekyuiee SSH nogkntoveHmne n K BM n Hy>xHO ByaeT noakaoyYmMTbCsa no
ny6an4yHomy IP.

Github Repo

OcTtaHOoBKa/YpaneHue cTapbiX KOHTeMHepoB/oOpa3oB

docker stop wg-easy docker rm wg-easy docker pull ghcr.io/wg-easy/wg-easy docker rmi

FeHepauus bcrypt hash pnsa cospaHusa napons K Web UHTepdeincy

docker run -it ghcr.io/wg-easy/wg-easy wgpw Password

PASSWORD HASH='<pass>"

MepBUYHbLIN 3aNyCK U NpegHacTpoka HoBoro VPN cepBepa

docker run -d \
- -name=wg-easy \
-e LANG=en \
-e WG _HOST=x.x.x.Xx \
-e PASSWORD HASH='<pass>"' \
-e PORT=51821 \
-e WG_PORT=51820 \
-v ~/.wg-easy:/etc/wireguard \
-p 51820:51820/udp \
-p 51821:51821/tcp \
--cap-add=NET_ADMIN \
--cap-add=SYS MODULE \
--sysctl="net.ipv4.conf.all.src valid mark=1" \

--sysctl="net.ipv4.ip forward=1" \


https://github.com/WeeJeWel/wg-easy?tab=readme-ov-file#2-run-wireguard-easy

--restart unless-stopped \

ghcr.io/wg-easy/wg-easy

MpoBepka KoppekTHOocTU oTnpaBku docker ckpunta u HASH-a napons

docker inspect \
--format "$(curl -s
https://gist.githubusercontent.com/efrecon/8ce9c75d518b6eb863f667442d7bc679/raw/run.tpl)" \

wg-easy

Pacnosio)xeHue KOH(pUrypauumm KJIMEHTOB

/home/xeon/.wg-easy/wg0.conf



RSA Keys Setup

HacTponka RSA kntoyen

?7?7??7?7?7?7?7? RSA 2?2?7277 (??2?7?77)

git-scm.com Guide

ssh-keygen -0 -t rsa -b 4096 -C xeonmp22@gmail.com

Generating public/private rsa key pair.

Enter file in which to save the key (/home/xeon/.ssh/id rsa): home
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in home

Your public key has been saved in home.pub

CreHepupyeTcs 2 channa:

e [MpyBaTHbLIN KJIOY ~/.ssh/home
e [1y6ANYHBIN KNKOY ~/.ssh/home. pub

Heobxoanmo ckonupoBaThb (B bydhep obmeHa) TekcT danna nybamyHoro kawda - home.pub
Ha knneHTe 4OCTaTO4YHO OCTaBUTb TOJIbKO MPUBATHbLIN KoY - home

learn.microsoft.com Guide

3anycTuTte C:\Windows\System32\cmd.exe OT UMeHU AOMUHUCTpPATOpPa

mkdir C:\Users\%USERNAME%\.ssh cd C:\Users\%USERNAME%\ .ssh

ssh-keygen -m PEM -t rsa -b 4096


https://git-scm.com/book/ru/v2/Git-%D0%BD%D0%B0-%D1%81%D0%B5%D1%80%D0%B2%D0%B5%D1%80%D0%B5-%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D1%8F-%D0%BE%D1%82%D0%BA%D1%80%D1%8B%D1%82%D0%BE%D0%B3%D0%BE-SSH-%D0%BA%D0%BB%D1%8E%D1%87%D0%B0
https://docs.microsoft.com/ru-ru/azure/virtual-machines/linux/ssh-from-windows#create-an-ssh-key-pair

Generating public/private rsa key pair.

Enter file in which to save the key (C:\Users\xeon/.ssh/id rsa): home
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in home.

Your public key has been saved in home.pub.

Heobxoanmo ckonupoBaThk (B bydhep obmeHa) TekcT danna nybamyHoro kaw4a - home.pub
Ha kKnveHTe OOCTaTOYHO OCTAaBUTb TOJIbKO MPUBATHbIN KoY - home

PP 2?02?7797 ?07°7?27?7° (??7?77?77)

mkdir ~/.ssh chmod 0700 ~/.ssh

Co3paHue panna ny6samyHoro Kao4a

sudo tee ~/.ssh/my keyl.pub << 'EOF'

k&

BcTtaButb kop nybnuuyHoro kniw4va - home.pub (u3 6ydepa obmeHa)

k% k

EOF

chmod 0600 ~/.ssh/my keyl.pub

N3MmeHeHue KOHpUrypauum cnyxool SSH

sudo tee /etc/ssh/sshd config << 'EOF'

# MyTb 0O Ny6AMYHBIX KiloYen
AuthorizedKeysFile .ssh/my_keyl.pub

# Pa3pewnTb ayTeHTUOUKALMI NO KUY
RSAAuthentication yes

PubkeyAuthentication yes

# 3anpet nopgknwyatcsa K SSH cepsepy no naposio
PasswordAuthentication no

EOF

sudo service sshd restart



Heobxoanmo ckonupoBaThb (B 6ydep obmeHa) TekcTHOBOIO channa nybsamyHoro kKnto4a

sudo tee ~/.ssh/my key2.pub << 'EOF'

* kX

BcTtaButb kop nybnuuyHoro km4va - home2.pub (u3 6ydepa obmeHa)

k% k

EOF

N3meHeHue KOHpUrypauum cnyxool SSH

chmod 0600 ~/.ssh/my_key2.pub

sudo tee /etc/ssh/sshd config << 'EOF'

# MNyTb 00 NyONMYHBIX Khl4en

# MOXHO yKa3blBaTb HECKONbKO Kioven 4vepe3 npoben
AuthorizedKeysFile .ssh/my_keyl.pub .ssh/my key2.pub
EOF

sudo service sshd restart
??7?7?7?7?7?7?7?7?7? ?7? SSH (? ???7?7?7?7)
SSH (nix/mac)

ssh user@server-ip

# BBecTu naposfibHyl ¢pasy

Mony4eHue fingerprint knwo4ya us body knoya

ssh-keygen -E md5 -1f ~/.ssh/.pub | awk '{print $2}'

SSH (win)

3arpy3ka M YcTaHOoBKa naketa PuTTY

e Putty (cpann *installer.msi)

e JlInbo yctaHoBuTb MO reHepaunn kaoyen: puttygen (64-bit)

HacTpoika noaknio4yeHus K cepBepy B PuTTY

e Heobxoaumo 3anycTtutb PUuTTY.
e Haxonacb B KaTeropum Session BBeCTU JaHHbIe HOBOIrO cepBepa:


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://the.earth.li/~sgtatham/putty/latest/w64/puttygen.exe

Host Name (or IP address) - yka3biBaeM IP (nnbo gomeH canTta)

Saved Sessions - YKa3biBaeM ygobHoe BaM nMs cepBepa (MoxxeT coBnagaTk ¢ Host Name)
Ha>KnmaeM KHOMKY Save

MepexoanM B KaTeroputo SSH/Auth M ykKasblBaeM NyTb A0 Hallero rnpmBaTHOrO KJko4a:

Categony:

- Session | Options contaling 55H authenlication
i Logging
- Terminal Dizplay pre-authentication banner [SSH-2 only)
- K.eyboard [| Bypass authentication entirel [S5H-2 anly)

- Bell

- Features i _
2 YWindow Attermpt authentication uzing Pageant

- Appearance [T Attemnpt TIS or CryptaCard auth [S5H-1)
- Behawiour Attempt 'keyboard-interactive” auth [S5H-2]
- Tranzlation

[+ Selection
w Colours [T Allow agent forwarding

Authentication methods

Authentication parameters

onnection [] &llowe attempted changes of username in S5H-2

- Data Private key file for authentication:

- Prasy C:hsershuzer®ashikey private Brovse. ..
-~ Telnet

- Rlogin

—J- 55H

-

- Hozt kepz
- Cipher
[+ Auth

About ] I Cancel

e Bo3BpallaeMcs B KaTEropuio Session N Ha>KMMaeM KHOMKY Save (Ba>XHO 4T06 6bin
BblAeJIEH Hall HOBbI CepBep)

e Ha>xmmaem KHOMKY Open

e B OTKpbIBLLEMCS OKHE KOHCOJIN BBOLAMWM JIOFMH U HalLy naponibHylo ¢pasy


https://book.wiki-docs.ru/uploads/images/gallery/2026-07/putty.jpg

