Iptables setup

HacTpolka Me)xceTeBoro s3kpaHa iptables

sudo apt install iptables-persistent -y

CospaHue cdanuna npasun iptables

#!/sbin/iptables-restore

#Tabnuua filter u eé& uenouykwu

*filter

:INPUT DROP [0:0]

: FORWARD DROP [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A INPUT -i lo -j ACCEPT

-A INPUT -p icmp -m icmp --icmp-type 8 -j ACCEPT

-A INPUT -p tcp -m multiport --dports 2202,80,443,587 -j ACCEPT
COMMIT

MpumeHeHue npasun us damnna

sudo sh -c "iptables-restore < /etc/iptables/rules.v4"

CoxpaHeHue KoHcpurypauum B boot-npasuna

sudo sh -c 'iptables-save > /etc/iptables/rules.v4'

Job6aBneHue HOBbIX NpaBuJl 6€3 OYUCTKU TEKYLUUX

sudo iptables-restore -n < /etc/iptables/rules.v4

OuucTtka Bcex npasusn INPUT

sudo iptables -t filter -F INPUT



MpocMmoTp cTaTtyca npasun iptables

sudo iptables -n -L -v --line-numbers
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