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Linux Utilities

YcTtaHoBka 10

# [obaBneHve B agMUHWUCTPATOPLI
sudo adduser service

sudo usermod -aG wheel service

# YpaneuHue u3 agMUHUCTPATOPOB

sudo gpasswd -d user wheel

echo 'set mouse=r' >> ~/.vimrc && \

sudo sh -c "echo 'set mouse=r' >> /root/.vimrc"

sudo dnf install xrdp xrdp-selinux tigervnc-server
touch ~/.xsession

echo startplasma-x11 >> ~/.xsession

sudo systemctl enable xrdp

sudo systemctl restart xrdp

sudo mkdir /srv/shared

sudo groupadd SharedUsers

sudo chgrp -R SharedUsers /srv/shared
sudo chmod -R 775 /srv/shared

sudo usermod -a -G SharedUsers user



sudo

usermod -a -G SharedUsers service

getent group SharedUsers

sudo

sudo
sudo
wget
sudo
sudo
sudo

sudo

reboot

dnf download v412loopback 6.6.6-1.red80.x86 64.x86 64

dnf install v4l2loopback 6.6.6-1.red80.x86 64-0.12.7-112.red80.x86 64.rpm
https://mirror.yandex.ru/redos/8.0/x86 _64/0s/kernel-1t-6.6.6-1.red80.x86 64.rpm
dnf install kernel-1t-6.6.6-1.red80.x86 64.rpm

1s -1 /boot

grubby --set-default /boot/vmlinuz-6.6.6-1.red80.x86 64

reboot

Realtek RTL8125 [MoHo6510k RDW]

echo

-e "[Unit]\nDescription=Load r8169

driver\nBefore=network.target\n\n[Service]\nType=oneshot\nExecStart=/sbin/modprobe

r8169\nRemainAfterExit=yes\n\n[Install]\nWantedBy=multi-user.target" | sudo tee

/etc/systemd/system/load-r8169.service

sudo

systemctl enable load-r8169.service

dukcauusa Bepcumn naketa wireplumber

# OTKaTbiBAaeM Bepcuio nakeTta

sudo

-E dnf dg wireplumber wireplumber-1libs

# WcknwoyaeM nakeT n3 0O6HOBNEHWUN

sudo

sh -c 'echo "exclude=wireplumber wireplumber-libs" >> /etc/dnf/dnf.conf’

Bxoaum B BIOS [F2]

Time

Ha 3 Yaca paHblle peasibHOro



Hotkey Mode Disable

Flip to Start Disable

sudo dnf remove libreoffice*

sudo dnf autoremove

sudo dnf upgrade --refresh

sudo dnf install flatpak -y

sudo flatpak remote-add --if-not-exists flathub https://flathub.org/repo/flathub.flatpakrepo

sudo flatpak install flathub org.onlyoffice.desktopeditors

https://fonts-online.ru/fonts/gost-type-a
CkaumBaeM TTF cdannbl B nanky $HOME

sudo mkdir /usr/share/fonts/gost

sudo cp *.ttf /usr/share/fonts/gost

sudo apt update
sudo apt install gnome-tweaks -y
gsettings set org.gnome.desktop.wm.keybindings switch-input-source "['<Alt>Shift L',

'<Alt>Shift R', '<Shift>Alt L', '<Shift>Alt R']"

sudo dnf install snapd -y

sudo ln -s /var/lib/snapd/snap /snap
sudo systemctl enable --now snapd.socket
sudo systemctl start snapd

sudo snap install winbox


https://fonts-online.ru/fonts/gost-type-a

sudo dnf install chrony

sudo vim /etc/chrony/chrony.conf

# Poccuinckume cepBepbl BPEMEHU

server ntpl.stratuml.ru iburst minpoll
server ntp2.stratuml.ru iburst minpoll
server ntp3.stratuml.ru iburst minpoll
server ntpl.vniiftri.ru iburst minpoll
server ntp2.vniiftri.ru iburst minpoll
# Pe3epBHble MexgyHapofHble cepBeps
server 0.pool.ntp.org iburst minpoll 4
server l.pool.ntp.org iburst minpoll 4
server 2.pool.ntp.org iburst minpoll 4

server 3.pool.ntp.org iburst minpoll 4

# [upekTopusa Ona XpaHeHus ¢annos
driftfile /var/lib/chrony/chrony.drift
# ®ann pns noros

logdir /var/log/chrony

# BKIYMTbL BefeHue Noros

log measurements statistics tracking
# 06HoBneHne ¢anna drift npu Bbixopge
dumponexit

# MakcCuMarnbHas KOppeKuus BpeMeHMu
maxupdateskew 100.0

# Koppekuus BpemeHu npu 60nblWOM pasHuue
makestep 1.0 3

# MuHMManbHOe KONMYECTBO UCTOUYHWUKOB
minsources 2

# Bkmwountb kernel discipline

rtcsync

# BpeMeHHas 30Ha

leapsectz right/UTC

maxpoll
maxpoll
maxpoll

maxpoll

~ B~ B B B

maxpoll

maxpoll 10
maxpoll 10
maxpoll 10
maxpoll 10

sudo chronyd -Q -f /etc/chrony/chrony.conf

sudo systemctl start chronyd

10
10
10
10
10



wget https://download.anydesk.com/linux/anydesk-latest-amd64.tar.gz
sudo dnf install anydesk-latest-amd64.tar.gz

3arpy»xaemcsa nog LiveCD

df -1h
Filesystem Size Used Available Use% Mounted on

* * * * * *

/dev/sdad4 69G 17G 496G 26% /run/media/liveuser/917bf822-3dcf-4c3b-8d20-52ae500cdf35

# Proxmox Host

mkdir -p /mnt/vm130

guestmount -a /dev/pve/vm-130-disk-0 -i /mnt/vml30
cd /mnt/vml30

mount --bind /dev /mnt/vm130/dev

mount --bind /proc /mnt/vml30/proc

mount --bind /sys /mnt/vm130/sys

chroot /mnt/vml130 /bin/bash

# Pa3MOHTMpOBaHue
cd

umount /mnt/vml130/
rm -rf /mnt/vml30

# LiveCD Linux
sudo mkdir /mnt/rootfs
sudo mount -o rw /dev/sda4 /mnt/rootfs

sudo chroot /mnt/rootfs/

sudo vgchange -ay

PPV VVV? PPV PPV 77?77?77

sudo dnf install cloud-utils-growpart -y

sudo growpart /dev/vda 4



sudo scp -r /home/userl/folderl user2@10.12.19.22:/home/user2/

Static

sudo nmcli connection modify netplan-enp3s0 ipv4.method manual \

ipv4.addresses "10.12.19.22/24" ipv4.gateway "10.12.19.1" ipv4.dns "10.12.19.1"

# [lepe3anyck coeguHeHus

sudo nmcli connection down netplan-enp3s0 && sudo nmcli connection up netplan-enp3s0

DHCP

# 0uMcTKa CTaTMYeCKUX HaCTpoek
sudo nmcli connection modify netplan-enp3s0 ipv4.addresses ""
sudo nmcli connection modify netplan-enp3s0 ipv4.gateway ""

sudo nmcli connection modify netplan-enp3s0 ipv4.dns ""

# Bknw4yeHne aBToMaTmyeckoro Metopga (DHCP) - aTo rnaBHas KomaHpa!

sudo nmcli connection modify netplan-enp3s0 ipv4.method auto

# lepe3anyck coefunHeHus

sudo nmcli connection down netplan-enp3s0 && sudo nmcli connection up netplan-enp3s0

curl -s https://api.github.com/repos/ventoy/Ventoy/releases/latest | grep -o
"https://.*linux\.tar\.gz" | head -1 | wget -i -

tar -xvf ventoy-1.1.12-linux.tar.gz

sudo rm -rf ventoy-1.1.12-linux.tar.gz

sudo mv ventoy-1.1.12 /opt

cd /opt/ventoy-1.1.12

sudo ./VentoyWeb.sh

MepenTn No ccobisike

http://127.0.0.1:24680



http://127.0.0.1:24680

sudo systemctl isolate multi-user.target

1. AmarHocTuka obopypoBaHusa

# OnpenenuM nNpou3BOOUTENS U MOAENb BUOEOKAPTHI

sudo lspci -k | grep -EA3 'VGA|3D|Display'

# Y3HaeM, Kakoi pOpaiBep ucnonb3lyeTtcs

sudo dmesg | grep -i "drm" | grep -i "driver"

# [onxeH ucnonb3oBaTbCca papaiBep Intel i915

2. HacTtpounka napameTpoB agpa gna Intel GPU

# 1.Co3paeM 63kan opuruHanbHoro ¢awna grub (Ha BCAKMM cny4yan)

sudo cp /etc/default/grub /etc/default/grub.backup

# 2.PepakTtupyeM KoHdurypaumiw GRUB C MpuHYyOUTENbHBIM PEeXUMOM
sudo sed -i 's/GRUB CMDLINE LINUX="[~"1*/& 1915.force probe=7d45 drm.vblankoffdelay=1
video=eDP-1:1920x1080@60D/"' /etc/default/grub

# 3.I'IpOBepﬂeM 4YTO WU3MEHeHUda NPUMEHUNNCb NpPaBUIbHO

sudo grep GRUB CMDLINE LINUX /etc/default/grub

# 4.06H0BNAeM KoHdurypaumiw GRUB
sudo grub2-mkconfig -o /boot/grub2/grub.cfg

# 5.Ecnu npepbigywas KomMaHpa He cpabotana, npobyem gna UEFI cuctems
sudo grub2-mkconfig -o /boot/efi/EFI/redos/grub.cfg 2>/dev/null || echo "UEFI nyTb He HaWpeH,

MCMONb30BaH CTaHOAPTHbLIA"

3. Hactponka X11 (GDM/SDDM)

sudo vim /etc/X11/xorg.conf.d/10-monitor.conf

Section "Monitor"

Identifier "eDP-1"



# leHepupyeM TOuYHYW MofenbHi Ona 1920x1080 @ 60 Iu.

# ITy CTPOKY MOXHO CreHepupoBaTb KoMaHpgon: cvt 1920 1080 60

Modeline "1920x1080 60.00" 173.00 1920 2048 2248 2576 1080 1083 1088 1120 -hsync
+vsync

Option "PreferredMode" "1920x1080 60.00"
EndSection

Section "Device"
Identifier "Intel Graphics"
Driver "intel"
# 0nuusa HWXe MOXEeT MOMOYb C HEKOTOpbIMM npobreMamum COBMECTUMOCTHU
# Option "TearFree" "true"

EndSection

Section "Screen"

Identifier "Screen@"
Device "Intel Graphics"
Monitor "eDP-1"
DefaultDepth 24
SubSection "Display"

Depth 24

Modes "1920x1080 60.00"
EndSubSection

EndSection

4. Nepe3arpy3ska u npoBepka

sudo reboot

# llocMOTpeTb Tekylee pa3pelweHue

sudo xrandr

# MpoBeputb, 4TO pOpaveep 1915 3arpyxeH

sudo lsmod | grep 1915

# Y3HaeM lIMeHa WHTepdencoB u MeTpuku (enol)

route



# MeHsaeM MeTpuky LAN mHTepdeica Huxe Wi-Fi uHTepdenca
sudo ip route del default dev enol

sudo ip route add default via 192.168.1.1 dev enol metric 700

# BoccTaHaBNMBAaeM METPUKMU MO YMOJSTHAHUIO

sudo nmcli connection down enol && sudo nmcli connection up enol

# MNpoBepseM MapwpyT no ymonyaHuw (4yepe3 Wi-Fi)

route

sudo mkfs.xfs /dev/vdb

sudo mkdir -p /var/lib/docker data

sudo blkid /dev/vdb
UUID=f1d77065-c5b2-4ad3-a188-71169be9c25e

sudo bash -c 'cat << EOF >> /etc/fstab
UUID=f1d77065-c5b2-4ad3-a188-71169be9c25e /var/lib/docker data xfs
EOF'

sudo systemctl daemon-reload
sudo mount -a
df -h /var/lib/docker data

sudo systemctl stop docker

cat << EOF | sudo tee /etc/docker/daemon.json

{
"log-driver": "journald",
"live-restore": true,
"icc": false,
"disable-validation": true,
"data-root": "/var/lib/docker data"
}
EOF

sudo systemctl start docker
docker info | grep "Docker Root Dir"

sudo 1s -1 /var/lib/docker_data

defaults

00



sudo reboot

YctaHoBKa Docker (deb)

sudo apt update

sudo apt install -y apt-transport-https ca-certificates curl gnupg lsb-release

curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/usr/share/keyrings/docker-archive-keyring.gpg

echo "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu $(lsb release -cs) stable" | sudo tee

/etc/apt/sources.list.d/docker.list > /dev/null

sudo apt update

sudo apt install -y docker.io docker-ce docker-ce-cli containerd.io

sudo usermod -aG docker $USER

exit

Co3spaHue Dockerfile

touch index.html && chmod 644 index.html
docker run -d --name my-site -p 80:80 -v

$(pwd)/index.html:/usr/share/nginx/html/index.html:ro,Z docker.io/nginx:alpine

sudo gpasswd -d $USER docker

sudo dnf install -y podman podman-docker podman-compose buildah slirp4netns fuse-overlayfs

echo 'net.ipvé4.ip unprivileged port start=80' | sudo tee /etc/sysctl.d/99-podman.conf

sudo sysctl -p /etc/sysctl.d/99-podman.conf

<IDOCTYPE html>
<html>
<head>
<title>Test Page</title>
</head>
<body>
Hello World
</body>



</html>

Co3spaHue Dockerfile

touch index.html && chmod 644 index.html
docker run -d --name my-site -p 80:80 -v

$(pwd)/index.html:/usr/share/nginx/html/index.html:ro,Z docker.io/nginx:alpine

# [obaBneHne HOBOro MHTepdelnca

sudo nmcli connection add type ethernet \
con-name eccm-iface \

ifname ensl5 \

ipv4.method manual \

ipv4.addresses 10.12.126.105/28 \
ipv4.gateway 10.12.126.110 \

ipv4.dns 10.10.51.1

sudo nmcli device reapply eccm-iface

# W3MeHeHnne DHCP Ha Static IP

sudo nmcli connection modify enpl8s0 \
ipv4.method manual \

ipv4.addresses 10.12.126.105/28 \
ipv4.gateway 10.12.126.110 \

ipv4.dns 10.10.51.1

sudo nmcli device reapply enpl8s0

PPV V7?77?77

HacTtpomnka Ubuntu Intel GPU Drivers

https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers

https://www.maketecheasier.com/install-intel-graphics-drivers-linux

https://redos.red-soft.ru/base/redos-7 3/7 3-problem/7 3-error-drivers/7 3-intel-i915

CMmeHa napons root (grub)

https://www.maketecheasier.com/reset-root-password-linux

IPsec VPN Tunnel + Bastion Server

https://github.com/chriscatuk/vpn-bastion

https://curiousdevops.com/2022/01/26/diy-ssh-bastion-hosts-34b2-dee9874d



https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.maketecheasier.com/reset-root-password-linux
https://github.com/chriscatuk/vpn-bastion
https://github.com/chriscatuk/vpn-bastion

Hactpunoka ProFTPd

https://www.dmosk.ru/miniinstruktions.php?mini=proftpd-ubuntu

MeshCentral Cepsep RDC
https://ylianst.github.io/MeshCentral/install/install2/#ubuntu-1804

YcTtaHoBKa Proxmox BupTyasausauum

https://serveradmin.ru/ustanovka-i-nastroyka-proxmox

YctaHoBKa Kaspersky Security Center [Wiki.js]

https://wiki.ublinux.ru/ru/Software/Programs and utilities/All/ksc

IOpeBo Bepcun Linux OC



https://www.dmosk.ru/miniinstruktions.php?mini=proftpd-ubuntu
https://ylianst.github.io/MeshCentral/install/install2/#ubuntu-1804
https://serveradmin.ru/ustanovka-i-nastroyka-proxmox
https://wiki.ublinux.ru/ru/Software/Programs_and_utilities/All/ksc
https://upload.wikimedia.org/wikipedia/commons/1/1b/Linux_Distribution_Timeline.svg

2707077770777 Reverse Proxy ?
SSL

sudo sh -c "tee /etc/nginx/sites-available/run > /run/null << 'EOF'
server {
if (\$host = run.wiki-docs.ru) {
return 301 https://\$host\$request uri;
} # managed by Certbot
listen 80;
server_name run.wiki-docs.ru;

return 301 https://\$host\$request uri;

}
server {
listen 443 ssl;
server_name run.wiki-docs.ru;
ssl certificate /etc/letsencrypt/live/wiki-docs.ru/fullchain.pem; # managed by Certbot
ssl certificate key /etc/letsencrypt/live/wiki-docs.ru/privkey.pem; # managed by Certbot
location / {
proxy pass http://localhost:8070;
proxy set header Host \$host;
proxy set header X-Real-IP \$remote addr;
proxy set header X-Forwarded-For \$proxy add x forwarded for;
proxy set header X-Forwarded-Proto \$scheme;
}
}
EOF"

AKTuUBaUua KoHdura

sudo ln -s /etc/nginx/sites-available/run /etc/nginx/sites-enabled/

sudo nginx -t



sudo systemctl stop nginx

sleep 5

sudo certbot certonly --standalone --expand -d wiki-docs.ru -d pass.wiki-docs.ru -d vpn.wiki-

docs.ru -d run.wiki-docs.ru

sudo systemctl start nginx

sudo systemctl stop nginx

sleep 5

sudo certbot certificates

curl -I https://run.wiki-docs.ru
sudo certbot renew --dry-run

sudo systemctl start nginx

Subdomain

wiki-docs.ru

dev.wiki-docs.ru

run.wiki-docs.ru

vpn.wiki-docs.ru

pass.wiki-docs.ru

polyakova-study.ru

Port

8080

9000

8070

51821

8888

8090



2707070727070 KVM ?77?27°270°077°272707

sudo apt update
sudo apt install -y gemu-kvm gemu-utils libvirt-daemon-system libvirt-clients \

virt-manager virt-viewer bridge-utils dnsmasq-base ovmf

PPV ??7? ???7?7?

sudo systemctl enable --now libvirtd
sudo systemctl enable libvirt-guests

systemctl is-active libvirtd

DIV DVVVVVV?V????7?

sudo usermod -aG kvm,libvirt,libvirt-qemu $USER
sudo usermod -aG libvirt-admin $USER
newgrp libvirt

logout

BknioyeHue cucremHoro libvirt (MaHaaTHbIM KOHTPOJIb)

echo 'export LIBVIRT DEFAULT URI=gemu:///system' >> ~/.bashrc

source ~/.bashrc

virsh list --all

virsh autostart astra-srv
??27?/??7?? VM on boot

sudo sed -i \
-e 's/”#\?0N_BOOT=.*/0ON_BOOT=start/' \
-e 's/”#\?0N_SHUTDOWN=. */0N_SHUTDOWN=shutdown/"' \
/etc/default/libvirt-guests



virt-install --name astra-srv --memory 4096 --vcpus 2 \
--disk path=/var/lib/libvirt/images/astra-srv.qcow2,size=40, format=qcow2 \
--cdrom /var/lib/libvirt/images/astra-server.iso \
--os-variant debianl2 --network network=default \

--graphics spice

systemctl is-active libvirtd
virsh list --all

virsh net-list --all

virsh pool-list --all

1s -1 /dev/kvm



