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Ubuntu Setup

HacTtponka Ubuntu OS

P07 ?2?27°07°[?7?7?77?7

sudo useradd -m -s /bin/bash <user>
sudo usermod -aG sudo,adm,systemd-journal <user>

sudo passwd <user>

YpaneHue user + homedir

sudo pkill -u <user>
sudo userdel -r <user>

sudo visudo # YpanuTb CTpPOKYy <user>

sudo apt install ssh -y

sudo rm /etc/ssh/sshd config.d/50-cloud-init.conf # [na obnayHbix obpa3os

sudo tee /etc/ssh/sshd config > /dev/null << 'EOF'
TCPKeepAlive yes

ClientAlivelInterval 60

ClientAliveCountMax 360

PermitRootLogin prohibit-password
PasswordAuthentication yes

PubkeyAuthentication yes

EOF

sudo systemctl restart ssh
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sudo tee /etc/netplan/01-netcfg.yaml > /dev/null << 'EOF'
# DHCP
network:
version: 2
renderer: networkd
ethernets:
etho:
dhcp4: true
dhcp4-overrides:
use-dns: true
use-domains: true
dhcp6: false # OTtkmwuntb IPV6 ecnu He ucnonb3yetcs

EOF

sudo tee /etc/netplan/01l-netcfg.yaml > /dev/null << 'EOF'
# Static IP
network:
version: 2
renderer: networkd
ethernets:
eth0:
dhcp4: false
addresses:
- 192.168.1.10/24
routes:
- to: default
via: 192.168.1.1
nameservers:
addresses: [8.8.8.8, 1.1.1.1]
search: [locall]

EOF

Mepe3anyck ceTun

sudo netplan apply

sudo systemctl restart systemd-networkd



Cnocob6 1 (PekomeHayeMbin)

sudo tee -a /etc/sysctl.conf > /dev/null << 'EOF'
net.ipv6.conf.all.disable ipv6 =1
net.ipv6.conf.default.disable ipv6 =1
net.ipv6.conf.lo.disable ipv6 =1

EOF

sudo sysctl -p

sudo sysctl --system

Cnoco6 2 (Yepe3s GRUB)

sudo sed -i 's/GRUB_CMDLINE LINUX=""/GRUB CMDLINE LINUX="ipv6.disable=1"/' /etc/default/grub

sudo update-grub

sudo reboot
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N3MeHeHue nMeHu cepBeepa

sudo hostnamectl set-hostname <name>

sudo tee -a /etc/hosts > /dev/null << 'EOF'

127.0.0.1 localhost <name>
il localhost <name>
EOF

N3menuTsb NMpuBetcTBue npu User Logon

sudo chmod -x /etc/update-motd.d/10-help-text

sudo tee /etc/update-motd.d/10-help-text > /dev/null << 'EOF'
#!/bin/sh
# Qann ouuweH Oons W3MEeHeHUs NPUBETCTBUSA

EOF

TioHuHr MpurnaweHus prompt B KOHCONMN



echo "PS1="\[\033[36m\J\u\[\O33[m\]@\[\033[32m\]\h:\[\033[33;Im\]\W\[\033[m\]$ '" >> ~/.bashrc

source ~/.bashrc

OrpaHudeHue pasMmepa LOGs cucrtemsl

sudo sed -i 's/#SystemMaxUse=/SystemMaxUse=100M/g' /etc/systemd/journald.conf
sudo systemctl restart systemd-journald

sudo journalctl --rotate

DobaBneHue switch a3bika no Alt+Shift

# GNOME
sudo apt install gnome-tweaks -y

gsettings set org.gnome.desktop.input-sources xkb-options "['grp:alt shift toggle']"

YcTaHoBKa YyacoBoro nosca (Mocksa)

sudo timedatectl list-timezones | grep Moscow
sudo timedatectl set-timezone Europe/Moscow
sudo localectl set-locale LC TIME="ru RU.UTF-8"
sudo locale-gen ru RU.UTF-8

CMmeHa packnagku (Ubuntu 24.04 Gnome)

sudo apt install gnome-tweak-tool -y
gsettings set org.gnome.desktop.wm.keybindings switch-input-source "['<Super>space']"
gsettings set org.gnome.desktop.wm.keybindings switch-input-source-backward

"['<Shift><Super>space']"

fipnbik pnsa Desktop OS

tee ~/Desktop/myapp.desktop > /dev/null << 'EOF'
[Desktop Entry]

Version=1.0

Name=MyApp

Comment=My Application

Exec=/path/to/script.sh

Icon=/path/to/icon.png

Terminal=false

Type=Application

Categories=Utility;



EOF

chmod +x ~/Desktop/myapp.desktop

C A N A A o N S o o of f of Y S o o S S o e

YcTaHOBKa po0rMn. NakeToB

sudo apt update

sudo apt install -y vim tree net-tools mlocate curl wget htop jq

tee -a ~/.bashrc << 'EOF'

alias upd='sudo apt update -y && \
sudo apt upgrade -y && \

sudo apt full-upgrade -y && \

sudo apt autoremove -y && \

sudo apt autoclean -y && \

sudo updatedb && \

sudo apt --fix-broken install'

alias hclean='cat /dev/null > ~/.bash history && history -c'
alias doc='docker ps --all --format "table {{.ID}}\t{{.Ports}}\t{{.Status}}\t{{.Names}}"'
alias ports='sudo netstat -tulpn | grep LISTEN'

# BknyeHne aBTOMaTU4YeCKMX OOHOBMEHU 6e30nacHOCTM

sudo apt install unattended-upgrades -y



sudo dpkg-reconfigure --priority=low unattended-upgrades

# HacTpoilka BpPEMEHHOM 30Hbl [/ XypHanoB

sudo timedatectl set-local-rtc O

# OntmMmsaumsa SWAP
echo "vm.swappiness=10" | sudo tee -a /etc/sysctl.conf

sudo sysctl -p

# HacTpoiika NMMUTOB CUCTEMbI

sudo tee -a /etc/security/limits.conf > /dev/null << 'EOF'
* soft nofile 65535

* hard nofile 65535

* soft nproc 65535

* hard nproc 65535

EOF

sudo apt install fail2ban -y

sudo tee /etc/fail2ban/jail.local > /dev/null << 'EOF'

[DEFAULT]
bantime = 3600
findtime = 600
maxretry = 5
[sshd]

enabled = true

port = ssh

filter = sshd

logpath = /var/log/auth.log
maxretry = 3

EOF

sudo systemctl enable fail2ban

sudo systemctl start fail2ban



Linux Utilities

YcTaHoBKa MO (1)

# [obaBneHve B agMMHUCTPATOPLI
sudo adduser service

sudo usermod -aG wheel service

# YpaneHve v3 agMUHUCTPATOPOB

sudo gpasswd -d user wheel

sudo dnf install xrdp xrdp-selinux tigervnc-server
touch ~/.xsession

echo startplasma-x11 >> ~/.xsession

sudo systemctl enable xrdp

sudo systemctl restart xrdp

sudo mkdir /srv/shared

sudo groupadd SharedUsers

sudo chgrp -R SharedUsers /srv/shared
sudo chmod -R 775 /srv/shared

sudo usermod -a -G SharedUsers user
sudo usermod -a -G SharedUsers service
getent group SharedUsers

sudo reboot



sudo
sudo
wget
sudo
sudo
sudo

sudo

dnf download v412loopback 6.6.6-1.red80.x86 64.x86 64

dnf install v412loopback 6.6.6-1.red80.x86 64-0.12.7-112.red80.x86 64.rpm
https://mirror.yandex.ru/redos/8.0/x86 64/0s/kernel-1t-6.6.6-1.red80.x86 64.rpm
dnf install kernel-1t-6.6.6-1.red80.x86 64.rpm

ls -1 /boot

grubby --set-default /boot/vmlinuz-6.6.6-1.red80.x86 64

reboot

Realtek RTL8125 [MoHo6510k RDW]

echo

-e "[Unit]\nDescription=Load r8169

driver\nBefore=network.target\n\n[Service]\nType=oneshot\nExecStart=/sbin/modprobe

r8169\nRemainAfterExit=yes\n\n[Install]\nWantedBy=multi-user.target" | sudo tee

/etc/systemd/system/load-r8169.service

sudo

systemctl enable load-r8169.service

dukcauua Bepcum naketa wireplumber

# OTKaTblBaeM Bepcuiw nakeTa

sudo

-E dnf dg wireplumber wireplumber-1libs

# WcknwyaeM naket u3 ob6HOBMEHUN

sudo

sh -c 'echo "exclude=wireplumber wireplumber-libs" >> /etc/dnf/dnf.conf'

Bxoaum B BIOS [F2]

Time Ha 3 4aca paHblUle peasibHOro
Hotkey Mode Disable
Flip to Start Disable



sudo dnf remove libreoffice*

sudo dnf autoremove

sudo dnf upgrade --refresh

sudo dnf install flatpak -y

sudo flatpak remote-add --if-not-exists flathub https://flathub.org/repo/flathub.flatpakrepo
sudo flatpak install flathub org.onlyoffice.desktopeditors

https://fonts-online.ru/fonts/gost-type-a

Ckauusaem TTF cdaunsbl B nanky $HOME

sudo mkdir /usr/share/fonts/gost

sudo cp *.ttf /usr/share/fonts/gost

sudo apt update
sudo apt install gnome-tweaks -y
gsettings set org.gnome.desktop.wm.keybindings switch-input-source "['<Alt>Shift L',

'<Alt>Shift R', '<Shift>Alt L', '<Shift>Alt R']"

sudo dnf install snapd -y

sudo ln -s /var/lib/snapd/snap /snap
sudo systemctl enable --now snapd.socket
sudo systemctl start snapd

sudo snap install winbox

sudo dnf install chrony

sudo vim /etc/chrony/chrony.conf


https://fonts-online.ru/fonts/gost-type-a

# Poccuincknme cepBepbl BpeEMEHM
server ntpl.stratuml.ru iburst minpoll 4 maxpoll 10
server ntp2.stratuml.ru iburst minpoll maxpoll 10

server ntpl.vniiftri.ru iburst minpoll

4
4

server ntp3.stratuml.ru iburst minpoll 4 maxpoll 10
4 maxpoll 10
4

server ntp2.vniiftri.ru iburst minpoll 4 maxpoll 10
# Pe3epBHble MexgyHapofHble CepBeps

server 0.pool.ntp.org iburst minpoll 4 maxpoll 10
server l.pool.ntp.org iburst minpoll 4 maxpoll 10
server 2.pool.ntp.org iburst minpoll 4 maxpoll 10

server 3.pool.ntp.org iburst minpoll 4 maxpoll 10

# [MpekTopua Ona XpaHeHus ¢annos
driftfile /var/lib/chrony/chrony.drift
# ®ann pgna noros

logdir /var/log/chrony

# BKIUYMTbL BefeHue Noros

log measurements statistics tracking
# 06HoBneHue ¢anna drift npu Bbixope
dumponexit

# MakcCuMarnbHas KOppeKuus BpeMeHu
maxupdateskew 100.0

# Koppekuwus BpemeHu npu Gonbwow pasHule
makestep 1.0 3

# MuHMManbHOE KONMYEeCTBO UCTOYHWKOB
minsources 2

# Bknwountb kernel discipline

rtcsync

# BpeMeHHas 30Ha

leapsectz right/UTC

sudo chronyd -Q -f /etc/chrony/chrony.conf

sudo systemctl start chronyd

wget https://download.anydesk.com/linux/anydesk-latest-amd64.tar.gz

sudo dnf install anydesk-latest-amd64.tar.gz



3arpy»xaemcsa nog LiveCD

df -1h
Filesystem Size Used Available Use% Mounted on

* * * * * *

/dev/sdad4 69G 17G  49G 26% /run/media/liveuser/917bf822-3dcf-4c3b-8d20-52ae500cdf35

# Proxmox Host

mkdir -p /mnt/vm130

guestmount -a /dev/pve/vm-130-disk-0 -i /mnt/vml30
cd /mnt/vml30

mount --bind /dev /mnt/vml130/dev

mount --bind /proc /mnt/vm1l30/proc

mount --bind /sys /mnt/vm130/sys

chroot /mnt/vml130 /bin/bash

# Pa3MOHTuUpOBaHue
cd

umount /mnt/vm130/
rm -rf /mnt/vml30

# LiveCD Linux
sudo mkdir /mnt/rootfs
sudo mount -o rw /dev/sda4 /mnt/rootfs

sudo chroot /mnt/rootfs/

sudo vgchange -ay

PPV PPV PPV 77?777

sudo dnf install cloud-utils-growpart -y

sudo growpart /dev/vda 4

sudo scp -r /home/userl/folderl user2@10.12.19.22:/home/user2/



Static

sudo nmcli connection modify netplan-enp3s0 ipv4.method manual \

ipv4.addresses "10.12.19.22/24" ipv4.gateway "10.12.19.1" ipv4.dns "10.12.19.1"

# [llepe3anyck coefuHeHus

sudo nmcli connection down netplan-enp3s0 && sudo nmcli connection up netplan-enp3s0

DHCP

# 0uMcTKa CTaTMYeCKUX HacCTpoek
sudo nmcli connection modify netplan-enp3s0 ipv4.addresses ""

sudo nmcli connection modify netplan-enp3s0@ ipv4.gateway

sudo nmcli connection modify netplan-enp3s0 ipv4.dns ""

# Bknw4yeHune aBToMaTmyeckoro Metopma (DHCP) - 3To rnaBHas KomaHpa!

sudo nmcli connection modify netplan-enp3s0 ipv4.method auto

# lepe3anyck coeguHeHus

sudo nmcli connection down netplan-enp3s0 && sudo nmcli connection up netplan-enp3s0

curl -s https://api.github.com/repos/ventoy/Ventoy/releases/latest | grep -o
"https://.*linux\.tar\.gz" | head -1 | wget -i -

tar -xvf ventoy-1.1.12-1linux.tar.gz

sudo rm -rf ventoy-1.1.12-linux.tar.gz

sudo mv ventoy-1.1.12 /opt

cd /opt/ventoy-1.1.12

sudo ./VentoyWeb.sh

NMepenTn No cchisike

http://127.0.0.1:24680

sudo systemctl isolate multi-user.target


http://127.0.0.1:24680

1. AuarHocTuka obopynoBaHus

# OnpepenuMm nNpou3BOOMUTENA U MOLESb BULOEOKapPThI

sudo lspci -k | grep -EA3 'VGA|3D|Display’

# Y3HaeM, KakKon ppanBep MCnosb3yeTcs

sudo dmesg | grep -i "drm" | grep -i "driver"

# [NonxeH ucnonb3oBaTbcsa apaneep Intel i915

2. HacTpouka napameTpos agpa gna Intel GPU

# 1.Co3paeM 63kan opuruHanbHoro dainna grub (Ha BCAKMIA cny4an)

sudo cp /etc/default/grub /etc/default/grub.backup

# 2.PepaktupyeM KoHurypaumiw GRUB C MNpuHYyOUTENIbHBIM PeX1UMOM
sudo sed -1 's/GRUB CMDLINE LINUX="[""]1*/& i1915.force probe=7d45 drm.vblankoffdelay=1
video=eDP-1:1920x1080@60D/"' /etc/default/grub

# 3.MpoBepseM 4YTO M3MEHEHUA MPUMEHWIUCb MPaBUbHO

sudo grep GRUB CMDLINE LINUX /etc/default/grub

# 4.06H0BNAEeM KoHdurypaumio GRUB
sudo grub2-mkconfig -o /boot/grub2/grub.cfg

# 5.Ecnu npepbigywas kKoMaHpa He cpaboTana, npobyeM pns UEFI cucTtembl
sudo grub2-mkconfig -o /boot/efi/EFI/redos/grub.cfg 2>/dev/null || echo "UEFI nyTb He HaulpeH,

MCNOJSIb30BaH CTaHOAPTHbIA"

3. HacTtpounka X11 (GDM/SDDM)

sudo vim /etc/X11/xorg.conf.d/10-monitor.conf

Section "Monitor"
Identifier "eDP-1"
# leHepupyeM TOYHYW MopenbHi Ana 1920x1080 @ 60 Iu.
# ITy CTPOKY MOXHO CreHepupoBaTb KoMaHpgon: cvt 1920 1080 60

Modeline "1920x1080 60.00" 173.00 1920 2048 2248 2576 1080 1083 1088 1120 -hsync



+Vsync
Option "PreferredMode" "1920x1080 60.00"

EndSection

Section "Device"
Identifier "Intel Graphics"
Driver "intel"
# 0nNuMsa HWXe MOXeT MOMOYb C HEKOTOpbIMM npobreMamu COBMECTUMOCTHU
# Option "TearFree" "true"

EndSection

Section "Screen"

Identifier "Screen@"
Device "Intel Graphics"
Monitor "eDP-1"
DefaultDepth 24
SubSection "Display"

Depth 24

Modes "1920x1080 60.00"
EndSubSection

EndSection

4. Nepe3arpyska u npoBepka

sudo reboot

# MocMoTpeTb Tekylee pa3peweHue

sudo xrandr

# MpoBeputb, 4TO pgpavBep 1915 3arpyxeH

sudo lsmod | grep 1915

# Y3HaeM lIMeHa WHTepgeincoB n MeTpuku (enol)

route

# MeHsaeM MeTpuKky LAN uHTepdenca Huxe Wi-Fi uHTepdenca

sudo ip route del default dev enol



sudo ip route add default via 192.168.1.1 dev enol metric 700

# BoccTaHaBnnBaeMm METPUKU MO YMOJTYAHUI0

sudo nmcli connection down enol && sudo nmcli connection up enol

# MNpoBepseM MapwpyT no ymonyaHuw (4yepe3s Wi-Fi)

route

sudo mkfs.xfs /dev/vdb

sudo mkdir -p /var/lib/docker data

sudo blkid /dev/vdb
UUID=f1d77065-c5b2-4ad3-al88-71169be9c25e

sudo bash -c 'cat << EOF >> /etc/fstab
UUID=f1d77065-c5b2-4ad3-a188-71169be9c25e /var/lib/docker data xfs
EOF"

sudo systemctl daemon-reload
sudo mount -a
df -h /var/lib/docker data

sudo systemctl stop docker

cat << EOF | sudo tee /etc/docker/daemon.json

{
"log-driver": "journald",
"live-restore": true,
"icc": false,
"disable-validation": true,
"data-root": "/var/lib/docker data"
}
EOF

sudo systemctl start docker
docker info | grep "Docker Root Dir"
sudo ls -1 /var/lib/docker data

sudo reboot

defaults

00



YctaHoBKa Docker (deb)

sudo apt update

sudo apt install -y apt-transport-https ca-certificates curl gnupg lsb-release
curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo gpg --dearmor -o
/usr/share/keyrings/docker-archive-keyring.gpg

echo "deb [arch=amd64 signed-by=/usr/share/keyrings/docker-archive-keyring.gpg]
https://download.docker.com/linux/ubuntu $(lsb _release -cs) stable" | sudo tee
/etc/apt/sources.list.d/docker.list > /dev/null

sudo apt update

sudo apt install -y docker.io docker-ce docker-ce-cli containerd.io

sudo usermod -aG docker $USER

exit

Co3spaHue Dockerfile

touch index.html && chmod 644 index.html
docker run -d --name my-site -p 80:80 -v

$(pwd)/index.html:/usr/share/nginx/html/index.html:ro,Z docker.io/nginx:alpine

sudo gpasswd -d $USER docker

sudo dnf install -y podman podman-docker podman-compose buildah slirp4netns fuse-overlayfs

echo 'net.ipv4.ip unprivileged port start=80' | sudo tee /etc/sysctl.d/99-podman.conf

sudo sysctl -p /etc/sysctl.d/99-podman.conf

<!DOCTYPE html>
<html>
<head>
<title>Test Page</title>
</head>
<body>
Hello World
</body>
</html>

Co3spaHue Dockerfile



touch index.html && chmod 644 index.html
docker run -d --name my-site -p 80:80 -v

$(pwd)/index.html:/usr/share/nginx/html/index.html:ro,Z docker.io/nginx:alpine

# [lobaBneHune HOBOro MHTepdenca

sudo nmcli connection add type ethernet \
con-name eccm-iface \

ifname ensl5 \

ipv4.method manual \

ipv4.addresses 10.12.126.105/28 \
ipvé4.gateway 10.12.126.110 \

ipv4.dns 10.10.51.1

sudo nmcli device reapply eccm-iface

# W3meHeHnune DHCP Ha Static IP

sudo nmcli connection modify enpl8s0 \
ipv4.method manual \

ipv4.addresses 10.12.126.105/28 \
ipv4.gateway 10.12.126.110 \

ipv4.dns 10.10.51.1

sudo nmcli device reapply enpl8s0
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Hactpounka Ubuntu Intel GPU Drivers

https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers

https://www.maketecheasier.com/install-intel-graphics-drivers-linux

https://redos.red-soft.ru/base/redos-7 3/7 3-problem/7 3-error-drivers/7 3-intel-i915

CMmeHa napons root (grub)

https://www.maketecheasier.com/reset-root-password-linux

IPsec VPN Tunnel + Bastion Server

https://github.com/chriscatuk/vpn-bastion

https://curiousdevops.com/2022/01/26/diy-ssh-bastion-hosts-34b2-dee9874d

Hactpunoka ProFTPd

https://www.dmosk.ru/miniinstruktions.php?mini=proftpd-ubuntu



https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.linuxfordevices.com/tutorials/ubuntu/install-intel-graphic-drivers
https://www.maketecheasier.com/reset-root-password-linux
https://github.com/chriscatuk/vpn-bastion
https://github.com/chriscatuk/vpn-bastion
https://www.dmosk.ru/miniinstruktions.php?mini=proftpd-ubuntu

MeshCentral Cepsep RDC
https://ylianst.github.io/MeshCentral/install/install2/#ubuntu-1804

YcTtaHoBKa Proxmox BupTyanausauum

https://serveradmin.ru/ustanovka-i-nastroyka-proxmox

YctaHoBKa Kaspersky Security Center [Wiki.js]

https://wiki.ublinux.ru/ru/Software/Programs and utilities/All/ksc

IOpeBo Bepcun Linux OC



https://ylianst.github.io/MeshCentral/install/install2/#ubuntu-1804
https://serveradmin.ru/ustanovka-i-nastroyka-proxmox
https://wiki.ublinux.ru/ru/Software/Programs_and_utilities/All/ksc
https://upload.wikimedia.org/wikipedia/commons/1/1b/Linux_Distribution_Timeline.svg

CryptoPro/Rutoken/Jacarta

YcTaHOBKa nporpaMm u gpansepoB Kpuntorpadum

PPV DPV????77?7

MHCcTpyKuua obwasn

3arpy3ka guctpubytusa Kpunrtollpo

Ncnonb3yem nobyto y4€THYO 3anucb Kpuntollpo
user: xeonmp22
pass: cryptopro2000

Bbibnpaem CeptudmumupoBaHHbiAn KpyntonpoBangep v naaruH
CkaymBaeMm Ha Pabouunnm cton Apxus

YcTaHoBKa AUCTpuOyTUBOB

cd /home/$USER/Pabouuin\ cton/
tar -xf linux-amd64.tgz

cd linux-amd64

chmod +x install gui.sh

sudo ./install gui.sh

BbiOpaTb onuuu:
- MmnopTtupoBaTb cepTtudukaTtel n3s OC
- NNopaepxKa TOKEHOB U CMapT KapT

YcTaHOBKa CpeAcTBa ynpaBsieHus cepTugukatamm token-manager

sudo dnf install token-manager python3-chardet

YcTaHOBKa NporpamMMHoOro obecnevyeHunsa onsg noanucum cpa|7|nos gostcrypto

sudo dnf install gostcryptogui


https://redos.red-soft.ru/base/redos-7_3/7_3-security/7_3-ext-szi/7_3-cpro/7_3-cryptopro/
https://www.cryptopro.ru/products/csp/downloads

YTunutbl KnouyeBbie Hocutenu u ceptudpukartol 1 Mognucs u wundposaHue hannos
rmocyaie yCTaHOBKM ByayT AOCTYMHbI B MeHIO MyckK a5 paboTbl C KOHTENHEPAMU U
noanMcaHnsa 4OKYMEHTOB.

BbiBOL, TeKyLlwiero CGpVII?IHOI'O HOMepa nnueH3nn

sudo /opt/cprocsp/sbin/amd64/cpconfig -license -view

Besog HoBOro HOMepa NnueH3nn

sudo /opt/cprocsp/sbin/amd64/cpconfig -license -set <cepuilHbi_Homep>
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3arpy3ka [iluctpmbyTtusa Rutoken

https://www.rutoken.ru/support/download/get/rtPKCS11-rpm-x64.html

cd rutoken
sudo dnf localinstall ./lib*

sudo dnf install pcsc-tools

sudo dnf install ifd-rutokens

librtpkcsllecp-2.15.1.0-1.x86_64.rpm 3aMeHUTE Ha aKTyaJlbHYl0 BEPCUIO

YcTaHOBKa cpeacTBa ynpasrsieHus ceptudpukaTtamm token-manager

sudo dnf install token-manager python3-chardet

sudo dnf install gostcryptogui

https://www.aladdin-rd.ru/support/downloads/jacarta client

cd Jacarta
sudo chmod +x install.sh

sudo ./install.sh


https://www.rutoken.ru/support/download/get/rtPKCS11-rpm-x64.html
https://www.aladdin-rd.ru/support/downloads/jacarta_client

https://saby.ru/help/plugin/sbis3plugin/install notconnection

cd Shis
sudo whereis libstdc++.s0.6 | head -n 1 | cut -d ' ' -f 2 | xargs file | sed "s@.*\.@\'@"
32

sudo -E dnf install -y ./saby-minimal-core.rpm
sudo -E dnf install -y ./sbis3plugin.rpm

sudo -E dnf install -y ./sbis3plugin-additions.rpm

‘ JaCarta 6ynet paboTaTb TONbKO MoA y4ETKON AQMUHA

https://online.saby.ru/reqg/

https://install.kontur.ru/sertum

Ecnn Bo3HMKaeT owmnbka MNnarnHa npu 3anycke bpaysepa Chromium-Gost

wget https://gu-st.ru/content/Gosplugin/Gosplugin Alt-Red0S Installer.rpm.zip
unzip Gosplugin Alt-Red0S Installer.rpm.zip

chmod +x Gosplugin Alt-RedOS Installer.rpm.sh

sudo sh ./Gosplugin_ Alt-RedOS Installer.rpm.sh

PPV D DPVV??77?

Mocne obHoBneHMA nakeToB KpunTolPO He BuanT Rutoken n KoHTenHepsol

MNocne py4yHoro obHOBNEHMSA MaKeTOB BO3MOXKEH C/ly4al, Korga npu BCtaBsieHHOM 1 Ha 100%
paboyem Rutoken KpuntolMPO He BUAWUT HXN CaM HOCUTEJSb, HN PACMONIOXKEHHbIE HA HEM
KOHTenHepsbl. Mpn 3TOM B cnncke ycTponcTB USB yCTpPONCTBO BUAHO U onpefenseTca KOPPEKTHO.

YT106bI 3TO NPOBEPUTL, 3anycTUTEe TepMUHaN U BONAUTE C NpaBaMu CyrneproJsib30BaTens n
BBEANTE KOMaHAY CYMTbIBAHUSA BCEX NOAKOYEeHHbIX USB yCcTponcTB

lsusb


https://saby.ru/help/plugin/sbis3plugin/install_notconnection
https://online.saby.ru/reg/
https://install.kontur.ru/sertum

B nony4eHHOM CnnCKe yCTPOMCTB AOJIKEH KOPPEKTHO oTobpakaTbca Rutoken. Ecnn HocnTenb
NPUCYTCTBYET, HY>XHO MonpoboBaTb 3anyCTUTb YTUANTY paboTbl C KOHTenHepamMu KnioyeBblie
HocuTenu u ceptudukaTbl N3 MeHo MNyck. Mpu NonbiTKe 3anycka Bbl NOJy4nTE OWNOKY

CK31 KpunTollPO CSP wnu HekoTOpble ero KOMMOHEHThl He yCTaHOB/eHbl Ans amd64

CaMbIl NErKUN My Tb, NYCTb U HE CaMblli O4EBUAHbIN, KOTOPbIA MOXXET PeLlnTb 3Ty npobnemy -
nepeyctaHoBka KpunTtolPO CSP ocobbim obpa3om

1. CkavanTe apxuB ¢ canTa KpunTollpo no cchlKe.

Ona ckaynmBaHMs Heobxoavma perncrtpauna n Bxoad Ha canTe.

Ncnonb3yem nobyto y4€THY 3anucb Kpuntollpo
user: xeonmp22
pass: cryptopro2000

2. PacnakyinTe apxuB B nanKy npu noMoLM KOHCOJIbHbIX KOMaHA Uan nHtepdgenca cuctemsl (B
npumepe /home/user/3arpyskm).

cd /home/user/3arpysku

tar -xvf linux-amd64.tgz

4. Nepengnte B nanky ¢ Kpuntollpo

cd /home/user/3arpy3ku/linux-amd64

5. YcTaHOBMTE NpaBa Ha 3amnyck AeVHCTaNnaTopa 1 3anycTuTe npouecc yaaneHuns

chmod +x uninstall.sh

./uninstall.sh

HoxanTecb coobueHna o genHcTannaumm KpuntollPO CSP.

Mocne nonyvyeHUs OaHHOro coobLleHNs He 3aKpbiBanTe TepMUHaI N He nepesarpyxanTe
APM!

6. YcTaHOBWUTe nMpaBa Ha 3anyckK MHCTannAaTopa 1 3anyctute yctaHosky KpunTtollPO B pexume
BN3YyaJIbHOro MHTepdenca cornacHoO MHCTPYKLMN BbiLLe.


https://cryptopro.ru/sites/default/files/private/csp/50/12000/linux-amd64.tgz

Bo BpeMs yCTaHOBKM MHTepMENC He 3anyCTUTCS, a Bbl MoJay4nTe coobuieHne B TepMuHane
"OB6Hapy>XeHo 3aunKkanmBaHue B anaoson cucteme"!

7. JoXAanTechb, NOKa OKHO TepMMHana He CTaHeT MOJIHOCTbIO YepPHbIM - MponaayT fAbble HagnucK.
Mocne 4ero Mo>xHO NMpoBepsaTb paboTocnoCcobHOCTL 06Hapy>xeHMa Rutoken n Kto4YeBbIX
KOHTenHepoB B yTunute KpunTtolPO nnn B ytunmte KniouyeBble HOCUTENIU U cepTUudUKaThbl.

8. B cny4ae ycnexa - 3aKponTe TepMuUHan n nepesarpysnte APM. MNpoeepbTe paboTocnoCcobHOCTL
nocsie nepesarpysku.

CCblJIKW:

e YcTaHoBKa Kpuntollpo CSP 5.0

e padhmnyeckue ytuanTtbl gnsa pabotsl ¢ Kpuntollpo CSP



https://redos.red-soft.ru/base/redos-7_3/7_3-security/7_3-ext-szi/7_3-cpro/7_3-cryptopro-csp-5-0/
https://redos.red-soft.ru/base/redos-7_3/7_3-security/7_3-ext-szi/7_3-cpro/7_3-gui-kriptopro-csp/

